Medical Device Security:
Where are We Going?
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Correctness is easy.
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Correctness is easy.
Security is hard.
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Wireless medical

devices:

great benefits.
subtle inconvenient risks.
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A Photo by Kevin Fu @ Medtronic museum




Medical device sec since 2006...

Invited talk. |ﬂ 2006 "

Computer system security and medical devices,
U.S. Food and Drug Administration Center for
Devices and Radiological Health (FDA CDRH),
October 2006.

A Heart Device Is Found Vulnerable to Hacker Attacks

By BARNABY J. FEDER MARCH 12, 2008

Ehe New JJork Times Hack: 2008

Of Fact, Fiction and Cheney’s Defibrillator

By GINA KOLATA
Published: October 27, 2013

Ehe New Hork Times Hype: 2013

Pacemakers and Implantable Cardiac Defibrillators:
Software Radio Attacks and Zero-Power Defenses
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Implantation of Defibrillator

.. Doctor sets patient info
.. Surgically implants

5. Tests defibrillation

+. Ongoing monitoring

Device Programmer
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Wirelessly Induce Fatal Heart Rhythm

= 402-405 MHz MICS band, nominal range several meters
= Command shock sends 35 J in ~1 msec to the T-wave
= Designed to induce ventricular fibrillation

= No RF amplification necessary

[Halperin et al., IEEE Symposium on Security & Privacy 2008]
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¥ Wanna Decryptor 1.0
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“—Ways Forward ~

Security should not bolted on
be designed in -l B

Medical Device Security e kevinfu@umich.edu e Dr. Kevin Fu, Ph.D. e Twitten @DrKevinEku



AAMI TIR57: Premarket Engineering

Technical = Principles of medical device

Information security risk management
Report
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Safety :: Security

= Safety: Probability distribution normal, mother nature
= Security: Adversary causes the unsafe 1% to be 100%

Medical Device Security e kevinfu@umich.edu e Dr. Kevin Fu, Ph.D. ¢ Twitter @DrKevinku 17



Vulnerability Disclosure & Incidents

= Caution: Victim blaming vendors, manufacturers, HDOs
= Meaningful questions to ask:

- How will medical devices fail gracefully
when under attack?

*What mitigating security controls are
designed into medical devices to continue to
function safely even if hacked?

 Is our medical device - hackable?
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Cybersecurity: Patients First

= Biggest risk at the moment:
. Hal hraaking int tical deyi
= Wide-scale unavailability of patient care
= Integrity of medical sensors
= Gaps
* Procurement: HDOs build cybersecurity into
contract requirements (e.g., Mayo Clinic vendor book)

* Clinical Operations Cybersecurity:
Know your assets cyber risk (e.g., my company Virta Labs)

" Prioritizing to clinically relevant cybersecurity risks. Safety first.
= Challenges
* Don't interrupt clinical workflow

= Many security specialists focus on technical controls
= Many safety specialists focus on risk management
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Commentary: Hospitals need better
cybersecurity, not more fear

By Kevin Fu, Dr. John Halamka, Jack Kufahl and Mary Logan | September 14, 2016

We've seen unprecedented attention to medical-device security after an
unorthodox report was recently released by short-selling investment research
firm Muddy Waters Capital and MedSec, which alleged security vulnerabilities in
St. Jude Medical's pacemakers. An independent research team subsequently
raised doubts about some of the clinical claims made by the report. St. Jude
Medical, meanwhile, has filed a lawsuit disputing the allegations in the same
report.
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Ransomware: How we can climb out of this mess

Privacy & Security

Healthcare security experts argue that hospitals must ensure high availability of medical
devices and IT systems with practices that resemble preventing and treating disease. Because

ransomware is a symptom rather than the problem.
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